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Aurus PhoneUP — IP Phone Lock Module

PhoneUP “Lock” module restricts access to IP Phone functions while its owner is away.
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When the IP phone is locked:

¢ the range of directions where a call can be made
becomes limited (for example, only calls to internal
phone numbers and emergency service numbers are
allowed);

e access to services (personal phone directory, call
history etc) is denied;

e incoming calls get transferred to the employee’s mobile
phone.

IP Phone Interface

The XML-service on Cisco IP phone allows user to lock the
device with just one button and unlock it providing personal
PIN code.

Master Code for Admin
Administrator uses master code to unlock any IP phone.

Automatic Lock/Unlock
IP phone may be locked/unlocked automatically when user
logs in/out his PC (requires PhoneUP Agent to be installed).

Feature List
IP Phone lock features
e changing CSS for locked phone
e restricting access to personal data
¢ forwarding all calls to mobile
e XML-service to lock/unlock the device
e automatic locking/unlocking when user logs
infout his PC

e master code for admin

Security
e secured web-interface

e user authentication — login/password or
domain authentication

e user import from AD

Supported environment:
e |P PBX: CUCM Enterprise / Business Edition
e Devices: Cisco IP phones

High availability:
¢ failover deployments based on NLB and MSCS
Server:

e Windows Server
e virtualization is supported
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